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To be most effective against intelligent attackers, risk-informed decision-making
requires more than information about current threats, vulnerabilities, and probable
consequences of attacks on valued targets. It also requires anticipating how
attackers will adapt their strategies as their information, experience, and
capabilities change. Future changes in attacker strategies may greatly change the
joint probability distributions of threats, vulnerabilities, and consequences for
different targets, and effective defense strategies must anticipate and plan for these
possible future changes.

This tutorial applies basic ideas and insights from artificial intelligence,
optimization, and risk analysis to explore how intelligent attackers might plan and
re-plan their attack strategies, dynamically shifting their limited resources and
changing their commitment dates to exploit changing opportunities and paths of
least resistance, as defensive countermeasures are implemented and as new
intelligence information is gained. We consider how to help defenders anticipate
and outsmart such intelligent attackers, taking into account the possibility that
attack strategies will be adapted to work around defenses. We contrast such risk
analysis of adaptive attack plans with more traditional defensive risk analyses based
on target attributes. Simple examples show that, in at least some cases, novel risk
analyses focused on outsmarting attackers can give different - and more effective -
risk management recommendations than more traditional terrorism risk
assessments that focus on allocating resources to the most “at-risk” targets.
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