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C2 Performance Analysis 
Abstract 

• This talk will present an analysis framework for conducting quick-turn 

quantitative assessments of the impact – on Mission Command performance 

–  resulting from changes to the information dissemination or network 

architecture within an integrated C4ISR (Command, Control, 

Communications, Computers, Intelligence, Surveillance and Reconnaissance) 

System-of-Systems (SoS).  In contrast with more traditional network transport 

Modeling & Simulation (M&S), this paradigm leverages a real-time emulation 

test-bed as well as tools for C2 application modeling and analysis – which is 

an open area with great potential within the Army community.  This approach 

provides a capability for analyzing the scalability of a C4ISR SoS from testing 

through deployment phases of the acquisition process. 
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The Primary Challenge 
“Quick-Turn Analysis” as the “Tip of the Iceberg” 

Quick-Turn C4ISR SoS 

Analysis is enabled: 

(1) By long-term 

investments in tools, 

models, source data and 

subject matter expertise; 

(2) By extensive 

collaborations that 

engage multiple 

organizations across the 

Army community; and 

(3) By modular analysis 

frameworks that support 

a “divide-and-conquer” 

analysis approach 

80/20 Rule for Quick-Turn Analysis:  

Need (at least) 80% of the work done before the study tasker is issued 
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Quick-Turn SoS Analysis Paradigm 
View from 20,000 Feet 
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This Modular Analysis Approach is an enabler for Quick-Turn Analysis:  

Time Constraint of 2 to 4 Months from Task Issuance to Delivery of Results 



© 2012 The MITRE Corporation. All rights reserved. Government Purpose Rights 

 Network Performance Analysis may include: 

 Leveraging NMS (network management system) 

data collection to derive statistics on the 

proportional “mix” of carried traffic loads across 

relevant portions of the network  

 Overlaying series of “extrapolated” carried traffic 

profiles onto simulated portions of the network 

 Leveraging waveform performance data – generated 

primarily by MATDEV engineering models (e.g., 

OPNET or QualNet) – to estimate the delays for C2 

System packets over the network 

 Assessing network performance during “peak” 

bandwidth usage for the C2 System and/or network 

  Real-Time Testbed Emulation may include: 

 Developing a small-scale C2 System testbed to 

characterize server and client  performance – 

e.g., response times and CPU, Memory & I/O 

utilizations – for the pre-defined Use Cases 

  Architecture Development may include: 

 Obtaining data products that capture components of the 

Operational and Systems Architectures for relevant 

portions of the (SWA) network 

 The development of Use Cases (Mission Threads) for 

C2 System employment – e.g., the Battle Update Brief 

(BUB) – for use in subsequent emulation and analysis 

 Obtaining current & projected C2 System dispositions 

(e.g., the Basis of Issue (BOI)) 

Real-Time 
Testbed 

Emulation         
Step 3 

Application 
Performance 

Analysis    
Step 4 

Network 
Performance 

Analysis 
Step 2 

Architecture 
Development 

Step 1 

 

C2 Performance Analysis 
Technical Approach – Exemplar 

 Application Performance Analysis may include: 

 Developing and executing large-scale simulation 

scenarios for projecting server and client 

performance (for the pre-defined Use Cases) 

Sensitivity / Growth 
Analysis 

Step 5 

 Sensitivity / Growth Analysis may include: 

 Assessing the incremental change in 

performance due to changes in the C2 System BOI, 

due to its deployment/configuration, or due to an 

increase in scale for background traffic loads 
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C2 Performance Analysis 
Analysis Process 

Analysis effort includes elements 

from the Army’s acquisition, test, 

operational, requirements and/or 

analysis communities 

Legend 

 Step #1 

 Step #2 

 Step #3 

 Step #4 

 Step #5 
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Step #2: Network Performance Analysis 
Analysis Approach (1 of 2) 

a) Identify relevant Architectures for C2/Comms System employment 

• To include the network and information dissemination architectures 

b) Configure 

Network 

Model 

c) Generate 

Service-based 

Flows d) Overlay Flows 

on Network Model 

e) Determine the User, Network 

and Effective Traffic Loads 

Flows are used to represent 

the offered traffic. Each flow 

is characterized by its 

source, destination(s), 

service (e.g., Collaboration, 

VoIP, VTC) and network 

enclave (e.g., SIPR, NIPR, 

TS/SCI). Flows are derived 

from (operational or  

experimental) data 

collection, requirements 

and/or traffic models. 

The network model 

captures network 

connectivity as well as 

routing security and QoS 

architectures. It also 

captures limitations on 

transmission capacities 

imposed by constraints on 

both network bandwidth 

and terminal throughput. 

Each flow – whose route is 

constrained by network 

connectivity and the routing 

architecture – is overlaid on 

top of network architecture 

based on shortest-path 

methods or pre-determined 

static routes. Packet 

overhead -- due to 

encapsulation, QoS, 

security, etc. – is captured. 

User Traffic Load  =  the Offered Load (aka 

Throughput) as a function of Functional Area, 

Service, Echelon or Unit. 

Network Traffic Load  = the Carried Load, which is 

User Traffic plus the overhead associated with 

tunneling, encryption, QoS and TCP/IP packet 

encapsulation, as well as the added load from 

packet retransmissions and multi-hop routes. 

Effective Traffic Load =  the Network Traffic Load 

adjusted to capture the variability in link loads 

attributable to fluctuations in bandwidth 

requirements and atypical peak usage. 
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Step #2: Network Performance Analysis 
Analysis Approach (2 of 2) 

Waveform Templates are a basis for this performance modeling paradigm 

Need to be generated a priori (off-line) via test-beds or model-driven analysis 

(by POR/MATDEV if tenable) 

f) Implement 

Mission Threads 

(if required) 
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Generate 

Waveform 
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Outputs from Flow Analysis 
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of background traffic to determine end-to-

end latency and completion rate estimates 

for the network architecture under 

consideration.  For this study, focus is on 

Average Packet Delays as a function of 

Client-Server Pairing. 
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Network Performance Analysis 
Measures of Merit 

 EEA 1.1: What are the projected Background Traffic loads for TOC-

TOC traffic within a notional INF DIV: 

– MOM 1.1.1-4: Measured (or projected) average (or peak) traffic loads from 

theater (SWA) 

 EEA 1.2: What is the projected network performance– for each case 

in EEA 1.1 – as depicted by the following measures of performance: 

– MOM 1.2.1-3: Average Offered, Carried and “Effective”  Loads 

– MOM 1.2.4: Average Packet Delay (as a function of client-server pairing) 

 EEA 1.3: What is the impact on projected network performance (i.e., 

EEA 1.2) due to the following: 

– MOM 1.3.1: From changes in the Basis of Issue 

– MOM 1.3.2: From changes in Server and/or Client placement/association 

 EEA 1.4: What is the “excess capacity” available for “growth” – as 

a function of architecture or traffic – as inferred by: 

– MOM 1.4.1: Offered Load Sensitivity 

– MOM 1.4.2: Average Packet Delay Sensitivity 
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Application Performance Analysis 
Analysis Approach 

 The Application Analysis uses industry-standard processes – based 

on Functional Characterization – to arrive at findings: 

j) Perform mission thread-driven tests at the Central Technical Support 

Facility (CTSF) 

• Implement small-scale test-bed of integrated C2 systems (with emulated network) 

• Instrument systems to gather detailed performance/load measures 

k) Analyze test results to characterize (for each function): 

• CPU, Memory, I/O Utilization, etc. 

• Network Traffic Loads and Data Flow 

• Average and Maximal Response Times 

l) Build models 

• Use Functional Characterizations  from testing, architecture baseline and workloads 

• For C2 analysis, a Discrete Event Simulation (DES) model (e.g., Hyperformix) is used 

● Choose best tool for answering our specific questions 

• Initial model reflects CTSF configuration (for software model validation) 

• Subsequent models are scaled up to model full-scale – e.g., BDE and DIV – scenarios 

m) Apply model results to answer questions 

• Determine Response time, Utilization, Scalability, etc., under various conditions 
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Step #3: Real-Time Test-Bed Emulation 
CTSF Testing 

 Separate tests were run for three Use Cases: SIGACT Dissemination, 

Overlay Dissemination, Battle Update Brief (BUB) 

– SIGACT and Overlay Dissemination were tested as single instances (per test) 

– BUB was tested without VoIP – while varying number of C2 System clients – to 

isolate BUB utilization 

– VoIP was tested as separate test with varying number of listeners (to isolate VoIP 

utilization) 

– Data for a quiescent period, with no C2 System utilization, was gathered to help 

isolate which transactions are related to the functions in the three use cases 

– Varying network delays allowed for model validation and served as an aid in 

isolating the network traffic specific to each test 

 

 All virtual and physical servers and client systems were instrumented: 

– For Application/System Resource Utilization (via TeamQuest Model/Analyzer suite) 

– For Network Impact and Performance (via OPNET ACE Analyst ) 

– To collect and report on Application Data Flows (via SevOne NetFlow Analyzer) 
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SIGACT Thread – Sequence Diagram 
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Step #4: Application Performance Analysis 
C2 Functional Characterization (1 of 2) 

 Workflow and network utilization gathered from ACE Network 

Agent during the CTSF test runs. 

– Analyzed using ACE graphical tools 

 

 

 

 

 

– Analyzed at low-level using raw transaction values 

 

Sample ACE Graphical 

tool – bytes to/from 

each server 

Sample low-level 

transactions 
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Step #4: Application Performance Analysis 
C2 Functional Characterization (2 of 2) 

 Server and client utilization gathered via TeamQuest 

Performance Agents during the CTSF test runs. 

– CPU, Memory, I/O among the metrics gathered 

average CPU for transactions
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Step #4: Application Performance Analysis 
Measures of Merit 

 EEA 2.1: Characterize the Response Times for DIV-wide 

SIGACT/Overlay Dissemination – under varying conditions: 

– MOM 2.1.1-4: Response times for measured (or projected) average (or peak) 

traffic loads from SWA 

 EEA 2.2: Characterize Resource Usage – for a DIV-wide Battle 

Update Brief – to include: 

– MOM 2.2.1-2: Client and Server CPU Usage 

– MOM 2.2.3-4: Client and Server Memory Usage 

– MOM 2.2.5-6: Client and Server I/O Usage 

 EEA 2.3: What is the impact on C2 application performance (i.e., 

EEAs 2.1-2) from the following: 

– MOM 2.3.1: Due to changes in the Basis of Issue 

– MOM 2.3.2: Due to changes in Server and/or Client placement/association 

 EEA 2.4: What is the “excess capacity” available for Client/Server 

“growth” – as a function of architecture or traffic – as inferred by: 

– MOM 2.4.1: Response Time Sensitivity 
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Step #4: Application Performance Analysis 
C2 Model (1 of 2) 

 Transaction characteristics entered 

into Hyperformix model in 

accordance with baseline 

architecture 

 Model workloads, client quantities, 

and network characteristics adjusted 

to predict performance for each 

scenario to be explored 
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SIGACT_ Clie nt_ BCT_ M AIN_ 3

SIGACT_ Clie nt_ BCT_ M AIN_ 3 A

SIGACT_ Clie nt_ BCT_ M AIN_ 3 B

SIGACT_ Clie nt_ BCT_ M AIN_ 3 C

SIGACT_ Clie nt_ BCT_ M AIN_ 4

SIGACT_ Clie nt_ BCT_ M AIN_ 4 A

SIGACT_ Clie nt_ BCT_ M AIN_ 4 B

SIGACT_ Clie nt_ BCT_ M AIN_ 4 C

SIGACT_ Clie nt_ AVN_ BDE_ 1

SIGACT_ Clie nt_ AVN_ BDE_ 1 A

SIGACT_ Clie nt_ AVN_ BDE_ 1 B

SIGACT_ Clie nt_ AVN_ BDE_ 1 C

SIGACT_ Clie nt_ AVN_ BDE_ 2

SIGACT_ Clie nt_ AVN_ BDE_ 2 A

SIGACT_ Clie nt_ AVN_ BDE_ 2 B

SIGACT_ Clie nt_ AVN_ BDE_ 2 C

SIGACT_ Clie nt_ SUS_ BDE_ 1

SIGACT_ Clie nt_ SUS_ BDE_ 1 A

SIGACT_ Clie nt_ SUS_ BDE_ 1 B

SIGACT_ Clie nt_ SUS_ BDE_ 1 C

SIGACT_ Clie nt_ DM AIN

VOIP_Clie nt_ BCT_ M AIN_1

VOIP_Clie nt_ BCT_ M AIN_1 A

VOIP_Clie nt_ BCT_ M AIN_1 B

VOIP_Clie nt_ BCT_ M AIN_1 C

VOIP_Clie nt_ BCT_ M AIN_2

VOIP_Clie nt_ BCT_ M AIN_2 A

VOIP_Clie nt_ BCT_ M AIN_2 B

VOIP_Clie nt_ BCT_ M AIN_2 C

VOIP_Clie nt_ BCT_ M AIN_3

VOIP_Clie nt_ BCT_ M AIN_3 A

VOIP_Clie nt_ BCT_ M AIN_3 B

VOIP_Clie nt_ BCT_ M AIN_3 C

VOIP_Clie nt_ BCT_ M AIN_4

VOIP_Clie nt_ BCT_ M AIN_4 A

VOIP_Clie nt_ BCT_ M AIN_4 B

VOIP_Clie nt_ BCT_ M AIN_4 C

VOIP_Clie nt_ AVN_ BDE_ 1

VOIP_Clie nt_ AVN_ BDE_ 1A

VOIP_Clie nt_ AVN_ BDE_ 1B

VOIP_Clie nt_ AVN_ BDE_ 1C

VOIP_Clie nt_ AVN_ BDE_ 2

VOIP_Clie nt_ AVN_ BDE_ 2A

VOIP_Clie nt_ AVN_ BDE_ 2B

VOIP_Clie nt_ AVN_ BDE_ 2C

VOIP_Clie nt_ SUS_ BDE_ 1

VOIP_Clie nt_ SUS_ BDE_ 1A

VOIP_Clie nt_ SUS_ BDE_ 1B

VOIP_Clie nt_ SUS_ BDE_ 1C

VOIP_Cient_ DM AIN

Ov erla y _Clie nt_ BCT_ M AIN_1

Ov erla y _Clie nt_ BCT_ M AIN_1 A

Ov erla y _Clie nt_ BCT_ M AIN_1 B

Ov erla y _Clie nt_ BCT_ M AIN_1 C

Ov erla y _Clie nt_ BCT_ M AIN_2

Ov erla y _Clie nt_ BCT_ M AIN_2 A

Ov erla y _Clie nt_ BCT_ M AIN_2 B

Ov erla y _Clie nt_ BCT_ M AIN_2 C

Ov erla y _Clie nt_ BCT_ M AIN_3

Ov erla y _Clie nt_ BCT_ M AIN_3 A

Ov erla y _Clie nt_ BCT_ M AIN_3 B

Ov erla y _Clie nt_ BCT_ M AIN_3 C

Ov erla y _Clie nt_ BCT_ M AIN_4

Ov erla y _Clie nt_ BCT_ M AIN_4 A

Ov erla y _Clie nt_ BCT_ M AIN_4 B

Ov erla y _Clie nt_ BCT_ M AIN_4 C

Ov erla y _Clie nt_ AVN_ BDE_ 1

Ov erla y _Clie nt_ AVN_ BDE_ 1A

Ov erla y _Clie nt_ AVN_ BDE_ 1B

Ov erla y _Clie nt_ AVN_ BDE_ 1C

Ov erla y _Clie nt_ AVN_ BDE_ 2

Ov erla y _Clie nt_ AVN_ BDE_ 2A

Ov erla y _Clie nt_ AVN_ BDE_ 2B

Ov erla y _Clie nt_ AVN_ BDE_ 2C

Ov erla y _Clie nt_ SUS_ BDE_ 1

Ov erla y _Clie nt_ SUS_ BDE_ 1A

Ov erla y _Clie nt_ SUS_ BDE_ 1B

Ov erla y _Clie nt_ SUS_ BDE_ 1C

Ov erla y _Clie nt_ DM AIN

BUB_ Client_ BCT_M AIN_ 1

BUB_ Client_ BCT_M AIN_ 1 A

BUB_ Client_ BCT_M AIN_ 1 B

BUB_ Client_ BCT_M AIN_ 1 C

BUB_ Client_ BCT_M AIN_ 2

BUB_ Client_ BCT_M AIN_ 2 A

BUB_ Client_ BCT_M AIN_ 2 B

BUB_ Client_ BCT_M AIN_ 2 C

BUB_ Client_ BCT_M AIN_ 3 BUB_ Client_ BCT_M AIN_ 3 A

BUB_ Client_ BCT_M AIN_ 3 B

BUB_ Client_ BCT_M AIN_ 3 C

BUB_ Client_ BCT_M AIN_ 4

BUB_ Client_ BCT_M AIN_ 4 A

BUB_ Client_ BCT_M AIN_ 4 B

BUB_ Client_ BCT_M AIN_ 4 C

BUB_ Client_ AVN_BDE_1

BUB_ Client_ AVN_BDE_1 A

BUB_ Client_ AVN_BDE_1 B

BUB_ Client_ AVN_BDE_1 C

BUB_ Client_ AVN_BDE_2

BUB_ Client_ AVN_BDE_2 A

BUB_ Client_ AVN_BDE_2 B

BUB_ Client_ AVN_BDE_2 C

BUB_ Client_ SUS_BDE_1

BUB_ Client_ SUS_BDE_1 A

BUB_ Client_ SUS_BDE_1 B

BUB_ Client_ SUS_BDE_1 C

BUB_ Client_ DM AIN

VOIP_Re c eiv er [VOIP_ Rec e iv e r_ dim ]

VOIP_Se nde r [VOIP_ Sende r_ dim ]

Ov erla y _Se nde r_M a s te rSv r [Ov erla y _Se nder_M as te rSv r_dim ]

Ov erla y _Se nde r_M idTier_ DM AIN [Ov erla y _ Se nder_M idTie r_ DM AIN_dim ]

Ov erla y _Se nde r_Da ta Bridge  [Ov e rlay _ Sende r_ DataBridge_ dim ]

Ov erla y _Re c eiv er_M as te rSv r [Ov e rla y _ Re c e iv e r_ M a ste rSvr_ dim ]

Ov erla y _Re c eiv er_M idTie r_ BCT_ M AIN_ 1 [Ov erla y _Re c e iv er_ M idTie r_ BCT_ M AIN_ 1 _dim ]

Ov erla y _Re c eiv er_M idTie r_ BCT_ M AIN_ 2 [Ov erla y _Re c e iv er_ M idTie r_ BCT_ M AIN_ 2 _dim ]

Ov erla y _Re c eiv er_M idTie r_ BCT_ M AIN_ 3 [Ov erla y _Re c e iv er_ M idTie r_ BCT_ M AIN_ 3 _dim ]

Ov erla y _Re c eiv er_M idTie r_ BCT_ M AIN_ 4 [Ov erla y _Re c e iv er_ M idTie r_ BCT_ M AIN_ 4 _dim ]

Ov erla y _Re c eiv er_M idTie r_ AVN_ BDE_ 1  [Ov e rla y _ Re c e iv e r_ M idTie r_ AVN_ BDE_ 1 _ dim ]

Ov erla y _Re c eiv er_M idTie r_ AVN_ BDE_ 2  [Ov e rla y _ Re c e iv e r_ M idTie r_ AVN_ BDE_ 2 _ dim ]

Ov erla y _Re c eiv er_M idTie r_ SUS_ BDE_ 1  [Ov e rla y _ Re c e iv e r_ M idTie r_ SUS_ BDE_ 1 _ dim ]

Ov erla y _Re c eiv er_M idTie r_ DM AIN [Ov e rla y _ Re c e iv e r_ M idTie r_ DM AIN_ dim ]

SIGACT_ Sende r_ M a s te rSv r [SIGACT_ Se nde r_ M a sterSvr_ dim ]

SIGACT_ Sende r_ M idTie r_ DM AIN [SIGACT_ Sende r_ M idTie r_ DM AIN_ dim ]

SIGACT_ Rec e iv e r_ M a s te rSv r [SIGACT_ Rec e iv e r_ M a s te rSv r_ dim ]

SIGACT_ Rec e iv e r_ M idTie r_BCT_M AIN_ 1  [SIGACT_ Re c e iv e r_ M idTie r_ BCT_ M AIN_ 1 _ dim ]

SIGACT_ Rec e iv e r_ M idTie r_BCT_M AIN_ 2  [SIGACT_ Re c e iv e r_ M idTie r_ BCT_ M AIN_ 2 _ dim ]

SIGACT_ Rec e iv e r_ M idTie r_BCT_M AIN_ 3  [SIGACT_ Re c e iv e r_ M idTie r_ BCT_ M AIN_ 3 _ dim ]

SIGACT_ Rec e iv e r_ M idTie r_BCT_M AIN_ 4  [SIGACT_ Re c e iv e r_ M idTie r_ BCT_ M AIN_ 4 _ dim ]

SIGACT_ Rec e iv e r_ M idTie r_AVN_BDE_1  [SIGACT_ Rec e iv e r_ M idTie r_AVN_BDE_1 _ dim ]

SIGACT_ Rec e iv e r_ M idTie r_AVN_BDE_2  [SIGACT_ Rec e iv e r_ M idTie r_AVN_BDE_2 _ dim ]

SIGACT_ Rec e iv e r_ M idTie r_SUS_BDE_1  [SIGACT_ Rec e iv e r_ M idTie r_SUS_BDE_1 _ dim ]

SIGACT_ Rec e iv e r_ M idTie r_DM AIN [SIGACT_ Rec e iv e r_ M idTie r_DM AIN_ dim ]

BUB_ Se nde r_ M a s te rSv r [BUB_ Sende r_ M a s te rSv r_ dim ]

BUB_ Se nde r_ M idTie r_DM AIN [BUB_ Sende r_ M idTie r_ DM AIN_ dim ]

BUB_ Re ce iv e r_ M a s te rSv r [BUB_ Re ce iv e r_ M a s te rSv r_ dim ]

BUB_ Re ce iv e r_ M idTier_BCT_ M AIN_1  [BUB_ Rec e iv e r_ M idTie r_BCT_M AIN_ 1 _ dim ]

BUB_ Re ce iv e r_ M idTier_BCT_ M AIN_2  [BUB_ Rec e iv e r_ M idTie r_BCT_M AIN_ 2 _ dim ]

BUB_ Re ce iv e r_ M idTier_BCT_ M AIN_3  [BUB_ Rec e iv e r_ M idTie r_BCT_M AIN_ 3 _ dim ]

BUB_ Re ce iv e r_ M idTier_BCT_ M AIN_4  [BUB_ Rec e iv e r_ M idTie r_BCT_M AIN_ 4 _ dim ]

BUB_ Re ce iv e r_ M idTier_AVN_ BDE_ 1 [BUB_ Re ce ive r_ M idTier_ AVN_ BDE_ 1_ dim ]

BUB_ Re ce iv e r_ M idTier_AVN_ BDE_ 2 [BUB_ Re ce ive r_ M idTier_ AVN_ BDE_ 2_ dim ]

BUB_ Re ce iv e r_ M idTier_SUS_ BDE_ 1 [BUB_ Re ce ive r_ M idTier_ SUS_ BDE_ 1_ dim ]

BUB_ Re ce iv e r_ M idTier_DM AIN [BUB_ Re ce ive r_ M idTier_ DM AIN_ dim ]

DMAIN & 

CORPS 

BCT-MAIN1 

BCT-MAIN2 

BCT-MAIN4 

AVN-BDE1 

AVN-BDE2 

SUS-BDE1 

BCT-MAIN3 

DM AIN_ LAN

M a s te rSrv

M idTie r_BCT_M AIN_ 1

SES/strategizer

CPOF_ WS_BCT_ M AIN_1  [BUB_ Clie nt_ BCT_ M AIN_ 1 _dim ]
SES/strategizer

CPOF_ WS_BCT_ M AIN_1 A [BUB_ Clie nt_ BCT_ M AIN_ 1A_ dim ]

SES/strategizer

CPOF_ Clie nt_ C4

SES/strategizer

CPOF_ WS_DM AIN [BUB_ Client_DM AIN_ dim ]

CORPS_ LAN

Da ta Bridge_ Se rv e r

VOIP_Se rv e r

DL

DM AIN_ TO_ CORP_ WAN

DL

BCT_ M AIN_ 1 A

DL

BCT_ M AIN_ 1

Loca l_ LAN_ BCT1

Switc he dEthe rne t_ 2 4

Corps

SES/stra teg izer

CPOF_ WS_BCT_ M AIN_1 B [BUB_ Clie nt_ BCT_ M AIN_ 1B_ dim ]

DL

BCT_ M AIN_ 1 B

Switc he dEthe rne t_ 2 5
SES/strategizer

CPOF_ WS_BCT_ M AIN_1 C [BUB_ Clie nt_ BCT_ M AIN_ 1C_ dim ]

DL

BCT_ M AIN_ 1 C

Switc he dEthe rne t_ 2 6

M idTie r_BCT_M AIN_ 2

SES/stra teg izer

CPOF_ WS_BCT_ M AIN_2  [BUB_ Clie nt_ BCT_ M AIN_ 2 _dim ]

SES/ s t ra t eg ize r

CPOF_ WS_BCT_ M AIN_2 A [BUB_ Clie nt_ BCT_ M AIN_ 2A_ dim ]DL

BCT_ M AIN_ 2 A

DL

BCT_ M AIN_ 2 Loca l_ LAN_ BCT2

Switc he dEthe rne t_ 1
SES/strategizer

CPOF_ WS_BCT_ M AIN_2 B [BUB_ Clie nt_ BCT_ M AIN_ 2B_ dim ]

DL

BCT_ M AIN_ 2 B

Switc he dEthe rne t_ 2
SES/strategizer

CPOF_ WS_BCT_ M AIN_2 C [BUB_ Clie nt_ BCT_ M AIN_ 2C_ dim ]

DL

BCT_ M AIN_ 2 C

Switc he dEthe rne t_ 3

M idTie r_BCT_M AIN_ 3

SES/strategizer

CPOF_ WS_BCT_ M AIN_3  [BUB_ Clie nt_ BCT_ M AIN_ 3 _dim ]

SES/strategizer

CPOF_ WS_BCT_ M AIN_3 A [BUB_ Clie nt_ BCT_ M AIN_ 3A_ dim ]DL

BCT_ M AIN_ 3 A

DL

BCT_ M AIN_ 3

Loca l_ LAN_ BCT3

Switc he dEthe rne t_ 5
SES/ s t ra t eg ize r

CPOF_ WS_BCT_ M AIN_3 B [BUB_ Clie nt_ BCT_ M AIN_ 3B_ dim ]

DL

BCT_ M AIN_ 3 B

Switc he dEthe rne t_ 6
SES/strategizer

CPOF_ WS_BCT_ M AIN_3 C [BUB_ Clie nt_ BCT_ M AIN_ 3C_ dim ]

DL

BCT_ M AIN_ 3 C

Switc he dEthe rne t_ 7

M idTie r_BCT_M AIN_ 4

SES/strategizer

CPOF_ WS_BCT_ M AIN_4  [BUB_ Clie nt_ BCT_ M AIN_ 4 _dim ]

SES/strategizer

CPOF_ WS_BCT_ M AIN_4 A [BUB_ Clie nt_ BCT_ M AIN_ 4A_ dim ]DL

BCT_ M AIN_ 4 A

DL

BCT_ M AIN_ 4

Switc he dEthe rne t_ 8

Switc he dEthe rne t_ 9
SES/strategizer

CPOF_ WS_BCT_ M AIN_4 B [BUB_ Clie nt_ BCT_ M AIN_ 4B_ dim ]

DL

BCT_ M AIN_ 4 B

Switc he dEthe rne t_ 1 0
SES/strategizer

CPOF_ WS_BCT_ M AIN_4 C [BUB_ Clie nt_ BCT_ M AIN_ 4C_ dim ]

DL

BCT_ M AIN_ 4 C

Switc he dEthe rne t_ 1 1

M idTie r_AVN_BDE_1

SES/strategizer

CPOF_ WS_AVN_ BDE_ 1 [BUB_ Client_AVN_BDE_1 _ dim ]

SES/strategizer

CPOF_ WS_AVN_ BDE_ 1A [BUB_ Clie nt_ AVN_ BDE_ 1 A_dim ]DL

AVN_ BDE_ 1 A

DL

AVN_ BDE_ 1
Loca l_ LAN_ AVN1

Switc he dEthe rne t_ 1 3
SES/strategizer

CPOF_ WS_AVN_ BDE_ 1B [BUB_ Clie nt_ AVN_ BDE_ 1 B_dim ]

DL

AVN_ BDE_ 1 B

Switc he dEthe rne t_ 1 4
SES/strategizer

CPOF_ WS_AVN_ BDE_ 1C [BUB_ Clie nt_ AVN_ BDE_ 1 C_dim ]

DL

BCT_ BDE_ 1 C_4

Switc he dEthe rne t_ 1 5

DL

AVN_ BDE_ 2

DL

SUS_ BDE_ 1

M idTie r_AVN_BDE_2

SES/ s t ra teg ize r

CPOF_ WS_AVN_ BDE_ 2 [BUB_ Client_AVN_BDE_2 _ dim ]

SES/strategizer

CPOF_ WS_AVN_ BDE_ 2A [BUB_ Clie nt_ AVN_ BDE_ 2 A_dim ]DL

AVN_ BDE_ 2 A

Loca l_ LAN_ AVN2

Switc he dEthe rne t_ 1 7
SES/ st ra teg ize r

CPOF_ WS_AVN_ BDE_ 2B [BUB_ Clie nt_ AVN_ BDE_ 2 B_dim ]

DL

AVN_ BDE_ 2 B

Switc he dEthe rne t_ 1 8
SES/strategizer

CPOF_ WS_AVN_ BDE_ 2C [BUB_ Clie nt_ AVN_ BDE_ 2 C_dim ]

DL

AVN_ BDE_ 2 C

Switc he dEthe rne t_ 1 9

M idTie r_SUS_BDE_1

SES/strategizer

CPOF_ WS_SUS_ BDE_ 1 [BUB_ Client_SUS_BDE_1 _ dim ]

SES/ s t ra t eg ize r

CPOF_ WS_SUS_ BDE_ 1A [BUB_ Clie nt_ SUS_ BDE_ 1 A_dim ]DL

SUS_ BDE_ 1 A

Loca l_ LAN_ SUS1

Switc he dEthe rne t_ 2 1
SES/strategizer

CPOF_ WS_SUS_ BDE_ 1B [BUB_ Clie nt_ SUS_ BDE_ 1 B_dim ]

DL

SUS_ BDE_ 1 B

Switc he dEthe rne t_ 2 2
SES/strategizer

CPOF_ WS_SUS_ BDE_ 1C [BUB_ Clie nt_ SUS_ BDE_ 1 C_dim ]

DL

SUS_ BDE_ 1 C

Switc he dEthe rne t_ 2 3

M idTie r_DM AIN

SIGACT_ Sende r_ BCT_ M AIN_ 1

Ov erla y _Se nde r_BCT_M AIN_ 1

BUB_ Se nde r_ BCT_ M AIN_ 1

VOIP_Spe ak e r_ BCT_ M AIN_ 1

SIGACT_ Clie nt_ BCT_ M AIN_ 1

SIGACT_ Clie nt_ BCT_ M AIN_ 1 A

SIGACT_ Clie nt_ BCT_ M AIN_ 1 B

SIGACT_ Clie nt_ BCT_ M AIN_ 1 C

SIGACT_ Clie nt_ BCT_ M AIN_ 2

SIGACT_ Clie nt_ BCT_ M AIN_ 2 A

SIGACT_ Clie nt_ BCT_ M AIN_ 2 B

SIGACT_ Clie nt_ BCT_ M AIN_ 2 C

SIGACT_ Clie nt_ BCT_ M AIN_ 3

SIGACT_ Clie nt_ BCT_ M AIN_ 3 A

SIGACT_ Clie nt_ BCT_ M AIN_ 3 B

SIGACT_ Clie nt_ BCT_ M AIN_ 3 C

SIGACT_ Clie nt_ BCT_ M AIN_ 4

SIGACT_ Clie nt_ BCT_ M AIN_ 4 A

SIGACT_ Clie nt_ BCT_ M AIN_ 4 B

SIGACT_ Clie nt_ BCT_ M AIN_ 4 C

SIGACT_ Clie nt_ AVN_ BDE_ 1

SIGACT_ Clie nt_ AVN_ BDE_ 1 A

SIGACT_ Clie nt_ AVN_ BDE_ 1 B

SIGACT_ Clie nt_ AVN_ BDE_ 1 C

SIGACT_ Clie nt_ AVN_ BDE_ 2

SIGACT_ Clie nt_ AVN_ BDE_ 2 A

SIGACT_ Clie nt_ AVN_ BDE_ 2 B

SIGACT_ Clie nt_ AVN_ BDE_ 2 C

SIGACT_ Clie nt_ SUS_ BDE_ 1

SIGACT_ Clie nt_ SUS_ BDE_ 1 A

SIGACT_ Clie nt_ SUS_ BDE_ 1 B

SIGACT_ Clie nt_ SUS_ BDE_ 1 C

SIGACT_ Clie nt_ DM AIN

VOIP_Clie nt_ BCT_ M AIN_1

VOIP_Clie nt_ BCT_ M AIN_1 A

VOIP_Clie nt_ BCT_ M AIN_1 B

VOIP_Clie nt_ BCT_ M AIN_1 C

VOIP_Clie nt_ BCT_ M AIN_2

VOIP_Clie nt_ BCT_ M AIN_2 A

VOIP_Clie nt_ BCT_ M AIN_2 B

VOIP_Clie nt_ BCT_ M AIN_2 C

VOIP_Clie nt_ BCT_ M AIN_3

VOIP_Clie nt_ BCT_ M AIN_3 A

VOIP_Clie nt_ BCT_ M AIN_3 B

VOIP_Clie nt_ BCT_ M AIN_3 C

VOIP_Clie nt_ BCT_ M AIN_4

VOIP_Clie nt_ BCT_ M AIN_4 A

VOIP_Clie nt_ BCT_ M AIN_4 B

VOIP_Clie nt_ BCT_ M AIN_4 C

VOIP_Clie nt_ AVN_ BDE_ 1

VOIP_Clie nt_ AVN_ BDE_ 1A

VOIP_Clie nt_ AVN_ BDE_ 1B

VOIP_Clie nt_ AVN_ BDE_ 1C

VOIP_Clie nt_ AVN_ BDE_ 2

VOIP_Clie nt_ AVN_ BDE_ 2A

VOIP_Clie nt_ AVN_ BDE_ 2B

VOIP_Clie nt_ AVN_ BDE_ 2C

VOIP_Clie nt_ SUS_ BDE_ 1

VOIP_Clie nt_ SUS_ BDE_ 1A

VOIP_Clie nt_ SUS_ BDE_ 1B

VOIP_Clie nt_ SUS_ BDE_ 1C

VOIP_Cient_ DM AIN

Ov erla y _Clie nt_ BCT_ M AIN_1

Ov erla y _Clie nt_ BCT_ M AIN_1 A

Ov erla y _Clie nt_ BCT_ M AIN_1 B

Ov erla y _Clie nt_ BCT_ M AIN_1 C

Ov erla y _Clie nt_ BCT_ M AIN_2

Ov erla y _Clie nt_ BCT_ M AIN_2 A

Ov erla y _Clie nt_ BCT_ M AIN_2 B

Ov erla y _Clie nt_ BCT_ M AIN_2 C

Ov erla y _Clie nt_ BCT_ M AIN_3

Ov erla y _Clie nt_ BCT_ M AIN_3 A

Ov erla y _Clie nt_ BCT_ M AIN_3 B

Ov erla y _Clie nt_ BCT_ M AIN_3 C

Ov erla y _Clie nt_ BCT_ M AIN_4

Ov erla y _Clie nt_ BCT_ M AIN_4 A

Ov erla y _Clie nt_ BCT_ M AIN_4 B

Ov erla y _Clie nt_ BCT_ M AIN_4 C

Ov erla y _Clie nt_ AVN_ BDE_ 1

Ov erla y _Clie nt_ AVN_ BDE_ 1A

Ov erla y _Clie nt_ AVN_ BDE_ 1B

Ov erla y _Clie nt_ AVN_ BDE_ 1C

Ov erla y _Clie nt_ AVN_ BDE_ 2

Ov erla y _Clie nt_ AVN_ BDE_ 2A

Ov erla y _Clie nt_ AVN_ BDE_ 2B

Ov erla y _Clie nt_ AVN_ BDE_ 2C

Ov erla y _Clie nt_ SUS_ BDE_ 1

Ov erla y _Clie nt_ SUS_ BDE_ 1A

Ov erla y _Clie nt_ SUS_ BDE_ 1B

Ov erla y _Clie nt_ SUS_ BDE_ 1C

Ov erla y _Clie nt_ DM AIN

BUB_ Client_ BCT_M AIN_ 1

BUB_ Client_ BCT_M AIN_ 1 A

BUB_ Client_ BCT_M AIN_ 1 B

BUB_ Client_ BCT_M AIN_ 1 C

BUB_ Client_ BCT_M AIN_ 2

BUB_ Client_ BCT_M AIN_ 2 A

BUB_ Client_ BCT_M AIN_ 2 B

BUB_ Client_ BCT_M AIN_ 2 C

BUB_ Client_ BCT_M AIN_ 3 BUB_ Client_ BCT_M AIN_ 3 A

BUB_ Client_ BCT_M AIN_ 3 B

BUB_ Client_ BCT_M AIN_ 3 C

BUB_ Client_ BCT_M AIN_ 4

BUB_ Client_ BCT_M AIN_ 4 A

BUB_ Client_ BCT_M AIN_ 4 B

BUB_ Client_ BCT_M AIN_ 4 C

BUB_ Client_ AVN_BDE_1

BUB_ Client_ AVN_BDE_1 A

BUB_ Client_ AVN_BDE_1 B

BUB_ Client_ AVN_BDE_1 C

BUB_ Client_ AVN_BDE_2

BUB_ Client_ AVN_BDE_2 A

BUB_ Client_ AVN_BDE_2 B

BUB_ Client_ AVN_BDE_2 C

BUB_ Client_ SUS_BDE_1

BUB_ Client_ SUS_BDE_1 A

BUB_ Client_ SUS_BDE_1 B

BUB_ Client_ SUS_BDE_1 C

BUB_ Client_ DM AIN

VOIP_Re c eiv er [VOIP_ Rec e iv e r_ dim ]
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Step #4: Application Performance Analysis 
C2 Model (2 of 2) 

 Scenario B1 
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Step #4: Application Performance Analysis 
Response Times – Server CPU Utilization 

 Response time graph and table for 

SIGACT is shown (for all four scenarios). 

Overlay response times were similar. 

 As C2 System processing was minimal, 

response times tracked network latency 

 CPU utilizations were relatively low 

across all tests 

 Memory and I/O (disk) usage were also 

found to be very low 

 Server utilization was closely related to 

the number of clients serviced 

 1.3% to 1.6% virtualization overhead (i.e., 

resources used to manage the virtual 

server) was predicted by the tool 
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Step #5: Sensitivity / Growth Analysis 
Response Times – Server CPU Utilization 

• The following tables indicate the sensitivities of bandwidth usage, average 

packet delays and response times for independent variables assessed in the 

study 

Rank Independent Variable Comparison Percentage Change

1 BOIP Update FY06  ==> Mar 10 BOIP 140

2 Mid-Term Timeframe Projection 2010 ==> 2013/14 108

3 Primary Server Echelon DIV ==> BDE -67

4 Far-Term Timeframe Projection 2013/14 ==> 2017/18 65

5 Co CP Deployment 0 ==> 1 Client per MVR Co CP 48

Bandwidth Usage Sensitivities (Notional INF DIV)

Rank Independent Variable Comparison Percentage Change

1 Mid-Term Timeframe Projection 2010 ==> 2013/14 80

2 Far-Term Timeframe Projection 2013/14 ==> 2017/18 53

3 Co CP Deployment 0 ==> 1 Client per MVR Co CP 34

4 Primary Server Echelon DIV ==> BDE -29

5 BOIP Update FY06  ==> Mar 10 BOIP 28

Average Packet Delay Sensitivities (Notional INF DIV)

Rank Independent Variable Comparison Percentage Change

1 Far-Term Timeframe Projection 2013/14 ==> 2017/18 70

2 Mid-Term Timeframe Projection 2010 ==> 2013/14 61

3 Primary Server Echelon DIV ==> BDE -32

4 Co CP Deployment 0 ==> 1 Client per MVR Co CP 18

Maximum Response Time Sensitivities (Notional INF DIV)
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C2 Performance Analysis 
Abstract 

• This talk will present an analysis framework for conducting quick-turn 

quantitative assessments of the impact – on Mission Command performance 

–  resulting from changes to the information dissemination or network 

architecture within an integrated C4ISR (Command, Control, 

Communications, Computers, Intelligence, Surveillance and Reconnaissance) 

System-of-Systems (SoS).  In contrast with more traditional network transport 

Modeling & Simulation (M&S), this paradigm leverages a real-time emulation 

test-bed as well as tools for C2 application modeling and analysis – which is 

an open area with great potential within the Army community.  This approach 

provides a capability for analyzing the scalability of a C4ISR SoS from testing 

through deployment phases of the acquisition process. 
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Quantifying the Metrics 

METRIC Measurement Unit Examples 

Reach 

Percentage of time that selected 
nodes can communicate at the 
minimal essential level (i.e. voice,  
chat, and PLI) 

% of time 
Company maintains voice, chat, and PLI over 
entire route to objective 
PL loses PLI because of EW threat 

Capacity 
Percentage of a specific resource 
that is utilized 

% of resource 
requested / % of 

resource available 

Radio throughput supports the load 
FMV storage space not adequate at FOB 
Computer processing power adequate to support 
FMV playback 

Quality of 
Information 

Percentage of critical information 
threads that are delivered 
complete and on time  

% of critical threads 
that are complete 

& on time 

Accuracy of the COP 
Timeliness of a call for fire thread 

Agility 

Time imposed on the unit to 
enable the network alternative 
to support the operational 
mission requirements 

Time 
Time to establish airborne or ground relay 
Time to execute a unit level task reorganization 
Time to reestablish a Company CP Network 

Training 
Time required to develop and 
maintain user, manager and 
maintainer skills 

Time 
Time to train on Mission Command apps 
Time to train on establishment of satellite 
terminal  

Cost  
Incremental cost of each 
alternative Network design 
option 

$ 
Radio development & procurement cost 
Cost to modify platforms for integration 
Cost of additional manpower (e.g. FSRs) 

Page  22 


