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Editor's note: This is tha conclusion of ol
article on tuine che enees in Wbmtion
modeline. The author prcviousry argued
that cu entlj available anabtical tech'
iques lad t'r nonative modek that are at

best caricaturcs of rcal situation! (Septem-
ber 2001 PHAULTX). In this concLusion,
he e lends his rena*s to includa evatua'

ly inportant, but the OR prof€ssion's abili"
ty 1o measurc lhe contribution of infoma-
tion is still primitive. This anicle highlights
the approaching crisis by surveying tech-
niques cunendy available tbr measuring
informaiion. We are not even surc how
information should be measured - is it
measured in bits. bangs, bucks, or what?

Evaluative Models
Model types described €arli€r (decision

theory, optimi7jtion, probabilistic dynamic
programming, heuristic and game theory)
nre ,rrrr!?riv?. Perhaps information would
be easier to reprcsent accumtely if our ana-
lyticaf goals were less grand. Tlrc evalua-
rir,c models considered her€ do not attempl
ro automatically manipulate a decision, nor
do they even necessarily have a formal
idea of what a decision is,  so they are
spared many of the constsaints and anifi-
ciaiities lhat nomative models l€quire.

Mathematical Models

The litle of this subsection is meant to
restrict interest to evalualive models that
include neither random number generato$
(Monte Carlo models are lhe subje.t of lhe
next subseclion) nor human subj€ah, but it
is not meant to imply determinism.

The classic example of an evaluative
mathematical model is a system of Ordi
nary Differential Equations (ODES), espe-
cially Lanchester systems where the state
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variables represent surviving numbers of
combatants. ODE systems are appealing
b€.ause systems with thousands of equa-
tions can be easily solved as a function of
time, and time sensitivity is particularly
important in model ing information.
Cebmwski states lhat "The principal utili
ty of information superiority is time - the
immense advantage of being able to devel_
op very high rates of change." I

ODE systems are also appeal ing
b€cause they allow a graphical description,
at least for a small number of state vari-
ables. Figur€ I is an example with six stat€
variables. each nam€d inside a circle with
the initial value shown in the lower hall
The arrows are labeled by formulas that
show the rdla at which one kind of thing is
conve(ed to another. For example the mte
at which ,L ("Blue Live") units are con-
verted ro 8D ("Blue Dead") uni ts is
b(LU+U), wirh LU+LI heing the number
of red Live Unidentified units plus the
number of red Live ldentified units (red
names omit the initial R to limit th€ lenglh
of variable names). In other words, all live
ed units fire atblue in the€lassic Lanches-
ter limed-fire manner, with ?, being the
numberofblue casuahies per red man-day.

The dynamics among the four r€d stale
variables is more complicated. lU units
must b€ convened to 1,1 unils by an infor-
mation sys(em before they can be killed,
and I/ units may again become aU unils if
they are not killed quickly enough. U unhs
may also b€com€ eilber Dl, (Dead looking
Live) or DD (Dead looking Dead). Since
blue is assumed unable lo distinguish L.l
fiom D, targets. the appropriate fta€tion of
blue's fire is devoted to Dt targets. This
reduces the rate at which a.l units are
kilted, bur has the s;de benefit of gmdually
conveftrng Da to DD. This long descnp-
lion of Figure I is meant to make the point
that considerable detail is possible even
with only six stale variables. It should be
clear that considerably more complicated
scenarios could be expressed graphically
on a single page.

Once the six technological parameters
(a, b, p, q, s, t) a& sryi'fied by the analyst,
the information in Figure I determines the
course of tbe battle between red and blue.
Funhermore. the six equations can be easi-

ly solv€d dynanicatly in a spreadsh€€t. For
example, using a time step of 0.1 day, the
number of blue survivors on day 4 if the
parameten are (0.5, 0.2, 0.4, 0.4, 2.0, 0.5)
is 6l.63, or it is 50.51 if lhe pammeters ar€
(0.3, 0.2, 0.4, 0.4, 5.0, 0.5). The se€ond
case can be thought of as one where blue
spends more on information systems (the
surveillance patamet€r r is increased ftom
2 to 5) at tle cost of spending less on fire-
power (the firepo\ter parameter d is
r€duc€d ftom 0.5 to 0.3). By this measuie
spendrng more on informalion is a mislake
The rcason is that r is so high even in the
filst case that all of the ,U units are €on-
verted almost instanlly to l,/ units. Blue s
problem is one of firepower, rather than
surveillance. The probl€m could be rigged.
of course. to make the decision go the
other way. The point is merely that such
systems can be the basis for tradeoffs
betw€en bits and bangs.

A smaller ODE example in the same
vein is Schreiber, who analyzes a Lan-
chester mod€l where information pattially
permits lhe direction of fir€ away from
enemy targels that have already been
klled.?

Bolh of these examples might be said to
include information as an enabler: one
€ither has information abou cenain objects
or not. and having information about $em
enables certain activities that would nol
otherwise be possible.

ODE systems are so ea.sy to solve that
lbe analyst's problem is more likely to be
one of acquidng data than one of computa-
lion. There is no €omputational reason why
models with thousands of siate variables
could not be solved. Expe€t€d-Value
Analysis (EVA) will necessarily be ram-
pant in these modeh, since the state vari-
ables usually represent quanaities that
ought to be integers. Howevet there is a
remedy in that the rates of change can
always be inlerpreted as dle rates of a Non-
Homogeneous Poisson Process (NHPP).
An NHPP model r€quir€s exacdy the same
information as an ODE model, but inter_
prets it probabilisticaly, so a Monte Carlo
simulalion of the conesponding NHPP
could be used as a kind of verification test
for an ODE system. The hope would be
that the ODE quantities can be interpreied

information on
the baulefield

is fomenting a crisis
in military op€rations
research. lt is clear to
military prof€ssionals
that information is
becoming increasing-
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as approximate expected values of the cor-
responding NIIPP nndom variables. The
automatic availability of fte NHPP coun-
terpan is another argument for the use of
lnis kind of model.

The assumption in Figure I is that Red
targets are always in one of only four
stat€s. As long as this is true, it is easy to
explore f}le effects of changes in the transi-
tion rates. Unfortunately, it is easy to
imagine circumstances where the number
of states would have to be much larger
th3n four If targ€ts have to be located as
well as identified, then location accuracy
(a standard deviation, p€rhaps) ought to be
a target property, and it ought to be updat
ed when rnultiple sightings occur or (for
moving targets) when time passes. This
would be easy enough if targets were
tracked individually, but an ODE syslem
simply carrts ihe number of targets in a
category. One might suMivide the LI cate-
gory according to location precision. How
fine should this panition be, and what
should be done about Fansitions o,r/ of all
the resulting states, ̂s well ̂ s between
them? To continue this line of thought,
what if the ,Z"ntry of targets is not neces-
sarily clear when a detection is made?
Shall we infoduce states such as "targets

that are mobi le missi le Iaunchers with
probability 0.72 and school buses with
probability 0.28"? Surely nor. Quesrions
such as these expose ODE systems for
what they arer aSgregated, low resolution
models thal are useful tbr investigating
quantity questions when informatiol is so
simple that decision rules arE obvious. but
which suffer from state space and policy
explosion when more subtle quesdons are

A completely different type of evalua-
tive math€matical model is the Bayesian
netwofk or Bayesian belief net, essentially
an influ€nce diagmm with no decision or
value nodes. Once built. a Bayesian neF
work permits the user to test the influence
of information about one thing on the
probability of another in a simple and
effective mamer. TherE is a lol ofcurrent
interest in Bayesian nerworks. wihess the
wealth of commercial software available
(http://www.cs.berkeley.edu/'murphykAa
yesibnsofr.htr'l).

Howevet Bayesian network construc-
tion suffeB ftom its own kind of informa
tion explosion in the form of potentially
large tables of conditional probabiljties.
Meanwhile. non-Bayesian approaches to

PIIALANX

Figure | . Informstion Warfare by Lancheslcr

unc€rtainty, such as influence nets that do
not require these exlensive tables, have
their own p€rih.r In panicular, it is all too
€asy to inlxoduce quantities that are lnter-
esting Rheostat Knobs (IRK' in the sense
that stalemenls about them cannot be falsi-
fied, Once again, we analysts ar€ conftont-
ed with a difTicult choice aboui how to

Monte Carlo Simulatia

This modeling technique makes it pos-
sible to avoid EVA, since random variables
can be sampled usins a random number
stream. Discrele random variables remain
discrete, and the variability of combal
resulti is evident b€cause every replication
is diff€rent. The €omputational cost is in
the need for replicatjon. since it is only by
repetition thar lhe distfibution of results can

Monre Carlo is a very comp€lling para-
digm. The variability of combat results is
deliberately and scientifically included, and
the avoidance of EVA permits a conceptu-
al simplicity that is often impossible in
math€maiical models. It should lherefore
come as no surpdse that many modem bat-
tle models are Monte Carlo simulations.
This €onceptual simplicity extends to mod-
eling the effecli of information. since il is
possible and often useful to distinguish
betwe€n Euth and perception. The true and
perceived versions of propenies such as
localion, identity, and status can each be
modeted explicidy.

The tusion of several sources of infor-
mation is one area that illustrates the possi-
bilities in a Monte Carlo model. Suppose
we have a target moving in two dimen-
sions, with information about its position
beins obrained occasionally from sensors.

The fusior/extnpolation scheme might b€
simple dead r€ckoning ftom lhe latest sen-
sor report ,  or i t  miSht be some more
sophisticated scheme such as Kalman fil-
tering. Ii a weapon is fired at the targel, the
effecis of the weapon can depend on the
fact that the true taryet location h known.
at least to the analyst. A simulation would
ordinarily take care to ma.ke sure that the
Eue target location is not used in lhe aim-
ing algori thm excepi through sensor
rcports, but the altemative of violating this
principle for efficiency's sake is always
available if needed. All of these possibili-
ties are present in the Naval Simulalion
System, which offers several Ievels of
fusion to the analyst.a

Monte Carlo simulations have similar
advantages in many other aspects of war-
fare, including attrition, movement, and
logistics. They capitalize effectively on
regular improvements in computer tech-
nology, and deservedly hold tbe central
place in warfare modeling. Bul even sim-
ulations are imperfec( tools for demonstral-
ing the value of information. Real nililary
operations often hinge on good estimates
of lhe situatior. Many man-hours may be
expended in estimating the one situation
lhat actually unfolds, and even so lhe esti-
mates are sometimes faulty. Padly because
of the need for replication and partly
because of the ditriculry of capturing actu-
al human decision making, lhis process
must be heavily abstracted in a Monte
Carlo simulation. The abstraction process
is unlikely to capture optimal decision
maling, and therefore nsks underslaling
the effectiveness ofinformation. esp€cia y
if the information system is unfamiliar.

Consider Unmanned Aerial Vehicles

(See PART tr, Z J1)
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(UAVS) used as recoflnaissance platfomrs,
one ding lhat distinguishes UAVS is thal
they are control lable in real t ime by
humans on the ground that see whatever
rhe UAV sees. This gives rhem an abitity
to investigale inter€sling observations, and
tfuough those investigations an ability to
identify cenain targets that would merely
be dete4ted by (say) a satellir€. The usual
sweep rale model will understate UAV
effectiveness, but will still be tempting
because UAV controllers arc h3d to simu-
late. The real nilitary value of $e informa-
tion provided by UAV identifications may
go unr€cognized if such a model is used.

The ability to distinguish between uuth
and p€rception has b€en given as one of the
advantages of simulation. but it tums out
that n1rth is much easier to keep track of
than percepfion. Consider the problem of
fusing information about the locations of a
€ollection of moving targets. A single-
hypothesis con€jator-tracker will typically
think of the dislribution of each targ€t's
two-dimensional location as a bivariate
normal random variable. Bayes' lheorem,
on the other hand, will produce a multi-
modal probabilily map when lher€ are sig-
nificant false alarm or false association
mtes.5 There h a definite danger of losing
the essence of the matter if the bivariate
normal is enployed to approximate the
multi-modal distribution, and the loss is
parlicufarly to be regretted if the point of
the simulation is to assess the value of
information. The information analyst is
confronted with an unwelcome choice
between a simple model that is seriously
wrong and a nulti-modal model that, while
it conectly represents the uncenainty of the
dechion maker, can easily slow down the
simulatiotl to the point of lnusability. It is
difficult to capture information fusion
accumtely and efficiendy, esp€4ially under
the constraint that the fusion algorithm
must be fast enough to risk incorpomting

It does not help that our subje.t is the
value of nirtrdry infomation. One lesson
from gam€ theory is that th€ eremy is
motivated to behave in a confusing man-
ner. so a nacker that might work well in
tracking whales may not work so well in
tracking submarines. Difficult decision
rnaking situations are the norn, rather than
the exception, when there is a sentient
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enemy involved.
The value of information depends on

how it is represented, processed and used.
The classical decision theor€tic represe a-
lion, with its emphasis on Bayes Theorcm,
is logically impeccable but not computa-
tionally tenable wilhin large-scale simula'
tions of combal. We must face this fact,
and we must also find representations that

The solution may lie in a distribuled
rather than centralized approach to deci-
sion making. Experimeots involving goal-
dir€cted "agenls' whose behavior is rea-
sonable mther lhan optimal have revealed
that surpr is ingly complex phenomena
sometimes emerge even with very simpl€
agents.6J The Marine Corps' Project
Albert, for example, uses agentbased
modeling to constuct mod€ls where non-
l inear,  emergent behavior can be
observed.3 Perhaps a new paradigm is
emerging wherc decision making h decen-
tralized, and Iherefor€ simpler to mod€l at
each decentralized node.

Mdn in"he.loop Sinulations

Humans ar€ still very effective d€cision
makers, €specially in dynamic, competi-
tive, foggy situations such as combat. It is
tempting to give up on attempts at d€cision
making in the abstract, and simply let
humans make decisions on the basis of
simulated information. especially since
humans will have to make the decisions in
actual combat anyway.

There is certainly a role for this
approach, since the premises arc good
ones, but it is no panacea. There h a need
for rcplication on account of tbe inherent
variability in situations where information
is imponant. Replication is always expen-
sive when humans are involved, and there
are sp€cial experimental difficutties when
the panicipanb are supposed to be uncer-
tain but powerful decision makers. The
participants should ideally be "naive

expens." They sbould be exp€rrs in lhe
sense of knowing enough about the game
to behave r€alistically, but they should be
nalve in the sense that prcvious encounteN
wiih the game should not lead to anticipa"
tion of the random quantities that the simu-
lated information sysiem is supposed to be
illuminating. It is not easy to obtain bod)
of lhese prop€rties in lhe same huinan. ff
the fog of war is taken fron history or for

other reasons difficult to sarnple, one might
use different experts one time €ach to pre-
vent anticipation. But all "experts" :ue not
equaly so, and there is consequendy a dan-
ger of having the outcome be determined
more by the expert lban by the information
system. One implication of these difficul-
ties is that man-in-theloop models are
mainly useful  for test ing qual i tat ive
changes, rather than variations on a theme.
They might be useful for finding out
whether UAVS make a difference, bul not
for settling UAV design questions or mea-
sufing marginal changes.

When several humans with different
goals are involved, a man-in-theloop sim-
ulalion becom€s a wargame. Wargames
and exercises involve some new issues in
addition the to the statistical ones outlined
above, but nothing changes the basic con-
clusion thai mod€ls that rely on human
de€ision makers aJe bound to entail statisti-
cal problems that limil their prccision. As a
rcsult, lhey are best employed in compar-
ing qualitatively different systems, rather
than in investigating marginal uadeoffs.

Man-in-lheloop simulations, waryames
and exercises have a strong role to play in
training, and this role can only be
enhanced by lhe vinual reality that is fast
becoming possible with mod€m comput-
ers. But training must be distinguished
from analysis, and we must be careful
because the phmse "Modeling and Simula"
tion" can mean highly different things in
th€ two cases. Simulations that achieve
realism by the incorporation of human
d€chion makers are bound to be clumsy as
analytical t@ls. They can still be valuable,
but they cannot be central to our abiliry to
evaluate information.

Summary
Our profession is poorly prepared to

deal with the coming information crisis,
especially for the kind of marginal ques-
tions $at are involved in tading off infor'
mation systems with firepower systems.
We have all seen briefing chais where a
lot of anows point into a circle labeled
"FUSION," and one arow lab€led "tus€d

inforrnation" comes out. It h not that easy,
and we would be wise to begin by admit-
tmg I

Even so, the situation is not hopeless.
While none of the techniques surveyed
above a.re clearly indicated as the technique

( See PART n, p. 32 )
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(co tinued|ron p. 31)

of choice. every one of them has been
applied to problems involving information
evaluation. With more effort put into
sharp€ning and adapting our cunent !ooh,
and perhaps inventing som
can possibly deal with the crisis. In the
meantime. we should at least employ
EVA, Time Reveals Al CrRA) and IRIG
more reluctandy. r€cognizing that they are
panicularly dangerous in models that claim
lo measure the value of information.
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OPERATIONS
(continued lron p. 27 )
and instal lat ion management within an
armistice environment, does d s imply that
the 34th and 20th Suppon Cmups be divest-
ed of their base operation and installation
management supporl rcsponsibilities? Does
this also suggesl that separate, distincl sup-
port  act iv i l ies be created at Seoul and
Taegu? Ther€ are olher issues loo numerous
to menlion in this essay. Suffice it to say, a
tained Op€rations Research Systems Ana-
lyst (the author) h pan of fiis study group.
In addition to helpinS to solve the afore-
menlioned questions, my responsibility is,
also, to make sure lhat we (lhe Team) use
analyticai tools that are consistent with the
study methodology !o arive at conclusions
and recommendations that comply with lhe
study's objectives, I also assume that these
rcaommendations satisfy our decision crite-
ria which include command and conFol
consideralions, cost eff€cliveness, and the
abiliry of the newly €srablished DBos orga-
nizalion to respond to changes in the curent
operational environment. Eighlh US Army
isn't simply making a change for lhe sake of
change. This forward deployed Command
is using its highly professional Resource
Management personnel - to include an ersG
while OR Analyst to r€alize efficiencies.
The prudent use and conservation of scarce
public resources is the Resource Manager's
most sacred obligation to the command, the
Departrnent, and the tan-payers.

Operations Research Systems Analysts
have always managed and, in certain
instances, maintained opemtional and peF
fomance databases. The wide application
of local area networks throughout the ser-
vices lends itself well to creating a cent:al-
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ized, command-unique Resource Manage-
ment database to capturc Prograrn Objective
Memoranda (POM), budget, execution,
cost, installation status repon, and manpow-
er data. Select portions of the Training
Resource Module (TRM) can also be
imported into the command-unique data-
base. Ove6eas commands can also capture
host nation cost sharing contributions and
local economic indicators - such as cunen-
cy flu€tuations whicb impact on foreign
cunency based budgeb. Perhaps data con-
cerning Joint and Combined fesourcing
could be captured. A1 any mte, this is yel
another excellent area where ORSA can b€
used to analyze and interprel  the dala,
graphically depict significant trends, pre-
parc for€casts and make rccommendations
to Command decision makers. Fundamen-
lally, the mission of ORSA professionals is
to fully inform decision makers so they can
make educaled decisions. A command-
unique Resource Management database is
simply a tool lhal Operations Research Sys-
tems Analysts can use to keep decision
maleN informed of resource management

Opemtions Research Systems Analysts
will continue to perform rhe Faditional roles
of researching, developing, maintaining and
applying models and simulationsi managing
databases, testing equipment and creating
standard operational scenarios. However,
morc OR Analysts will be direcdy involved
in conducting analysis to suppon the deci-
sion making processes at the headquaners
and najor command levels. The sbrinking
r€sources available to fte departnents will
create a greater demand for this type of
ORSA se8ice. In these lean times, ttle nil-
itary services should look toward the

ORSA professionals on theh staffs to ana-
lyze complex resource management prob-
lems and to arrive at conclusions and rec-
ommendations lhat help commanders,
senior executives, and management make
informed decisions about resourcing pos-
tures. ORSA h a viable skill ihat facilitates
$e integration of national command author-
i1y and Congressional resourcing aclions to
the services and, subsequendy, to the major
commands. subordinate commands, instal-
lat ions, and combal units.  OR analysts
could also use the data captured in com-
mand-unique Resource Management data-
bases to point out significant trends, prepare
forecasts, and make recommendations to
decision makers |bout the command's
resourcing posture 1l) suppo( amistjce and
wartime operations, LTG Woodmansee
captured the essence o[ lhis paper when he
saidr "I want ORSA officers working for
me because fiey are smai, not because they
can crun€b numbers." Why not let ORSA
give you a helping hand in managing your
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